Policy
Online Safety

This policy has been written with regard to the guidance ‘Working together to safeguard children’,
‘Keeping children safe in education’ and the ‘Special Education Needs Code of Practice’, which
places Special Education Needs and Disabilities together and abbreviated to SEND. A copy can be
seen in the Headteacher’s Office.

The overall objective of the school’'s Equality Policy, in line with the Equality Act 2010, is to provide
a framework for the school to pursue its equality duties to eliminate unlawful discrimination and
harassment, promote equality of opportunity, and promote good relations and positive attitudes
between people of diverse backgrounds in all its activities.

Title Online Safety Policy

Date of Issue October 2023

Review Date September 2024

Prepared by Designated Safeguarding Lead (DSL) and Online Safety Lead (OSL)

To be reviewed by Headteacher and Governors

Appendices Appendix 1: Acceptable Use of Technologies Policy — YR and KS1
Appendix 2: Acceptable Use of Technologies Policy — KS2

Appendix 3: Acceptable Use of Technologies Policy — Parents/ Carers
Appendix 4: Acceptable Use of Technologies Policy for staff
Appendix 5: Acceptable Use of Technologies Policy for supply staff

Appendix 6: Terms and Conditions for our guest WiFi (for visitors and
volunteers)

Appendix 7: Reporting System for Online Safety — flowchart
Appendix 8: Photograph and Name Consent Form

Supply / distribution | Available as a read-only document on the Fynamore school website
and a hardcopy in the school office.

Other relevant Child Protection and Safeguarding Policy
approved

Behaviour Policy
documents

Staff Disciplinary Procedures

Data Protection Policy and Privacy Notices
Complaints Procedure

Curriculum Policy including Computing

Personal use of Social Media for Staff, Governors and Support Staff

Policy Online Safety



Authorised by

Headteacher and Governors

Fynamore Primary School

Online Safety Policy

This policy applies to all members of the school community (including staff,
learners, volunteers, parents and carers, visitors, community users) who have
access to and are users of school digital systems, both in and out of the school.

It also applies to the use of personal digital technology on the school site (where
allowed).
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Scope of the Online Safety Policy

This Online Safety Policy outlines the commitment of Fynamore Primary School to safeguard
members of our school community online in accordance with statutory guidance and best practice.

This Online Safety Policy applies to all members of the school community (including staff,
learners, governors, volunteers, parents and carers, visitors, community users) who have
access to and are users of school digital systems, both in and out of the school. It also applies
to the use of personal digital technology on the school site (where allowed).

Fynamore Primary School will deal with such incidents within this policy and associated behaviour
and anti-bullying policies and will, where known, inform parents/carers of incidents of inappropriate
online safety behaviour that take place out of school.

Policy development, monitoring and review

This Online Safety Policy has been developed by the
¢ Designated Safeguarding Lead (DSL) — Kate Hurst

¢ Online Safety Lead (OSL) — Alan McArtney
e Staff — including technical staff
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Schedule for development, monitoring and review

This Online Safety Policy was approved by the school
governing body on:

The implementation of this Online Safety Policy will be | The Designated Safeguarding Lead (Kate

monitored by: Hurst) and Online Safety Lead (Alan
MCcArtney)
Monitoring will take place at regular intervals: Annually

The governing body will receive a report on the | 3 X per year in Headteacher’s report to
implementation of the Online Safety Policy (which will | Governors.

include anonymous details of online safety incidents) at
regular intervals:

The Online Safety Policy will be reviewed annually, or | September 2024
more regularly in the light of any significant new
technological developments, new threats to online safety
or incidents that have taken place. The next anticipated
review date will be:

Should serious online safety incidents take place, the | MASH

following external persons/agencies should be informed:
Police

Process for monitoring the impact of the Online Safety Policy
The school will monitor the impact of the policy using:

e Analysis of reported online safety incidents on CPOMS.
« Filtering and monitoring logs

e Internal monitoring data for network activity

¢ Online Safety surveys

Policy and leadership
Responsibilities

To ensure the online safeguarding of members of our school community it is important that all
members of that community work together to develop safe and responsible online behaviours,
learning from each other and from good practice elsewhere, reporting inappropriate online
behaviours, concerns, and misuse as soon as these become apparent. While this will be a team effort,
the following sections outline the online safety roles and responsibilities of individuals and groups
within the school.
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The Headteacher:

The Headteacher has a duty of care for ensuring the safety (including online safety) of
members of the school community and fostering a culture of safeguarding, though the day-to-
day responsibility for online safety is held by the Designated Safeguarding Lead, as defined
in Keeping Children Safe in Education 2023.

The Headteacher and the DSL should be aware of the procedures to be followed in the event
of a serious online safety allegation being made against a member of staff

The Headteacher is responsible for ensuring that the Designated Safeguarding Lead, Online
Safety Lead, Oakford technical staff, and other relevant staff carry out their responsibilities
effectively and receive suitable training to enable them to carry out their roles and train other
colleagues, as relevant.

The Headteacher will ensure that there is a system in place to allow for monitoring and support
of those in school who carry out the internal online safety monitoring role.

The Headteacher receive regular monitoring reports from the Designated Safeguarding Lead.
The Headteacher will work with the Nominated Governor (Jacqui Radford), the Designated
Safeguarding Lead (DSL) and IT service providers in all aspects of filtering and monitoring.

Governors

The DfE guidance “Keeping Children Safe in Education 2023” states:

“Governing bodies and proprietors should ensure there are appropriate policies and
procedures in place in order for appropriate action to be taken in a timely manner to safeguard
and promote children’s welfare .... this includes ... online safety”

“Governing bodies and proprietors should ensure an appropriate senior member of staff, from
the school or college leadership team, is appointed to the role of Designated Safeguarding
Lead. The DSL should take lead responsibility for safeguarding and child protection (including
online safety and understanding the filtering and monitoring systems and processes in place)”

Governors are responsible for the approval of the Online Safety Policy and for reviewing the
effectiveness of the policy.

This review will be carried out by the Nominated Online Safety Governor (Jacqui Radford) who will
receive regular information about online safety incidents and monitoring reports.

The role of Online Safety Governor will include:

regular meetings with the Designated Safeguarding Lead and Online Safety Lead

regularly receive (collated and anonymised) reports of online safety incidents

checking that provision outlined in the Online Safety Policy (e.g. online safety education
provision and staff training is taking place as intended)

ensuring that the filtering and monitoring provision is reviewed and recorded, at least
annually. (The review will be conducted by the DSL and Oakford (IT Provider) and involve the
Nominated Governor) - in-line with the DfE Filtering and Monitoring Standards (Keeping
Children Safe in Education 2023).

sharing information in relevant Governors meetings

receiving basic cyber-security training to ensure that the school meets the DfE Cyber-Security
Standards

The Governing Body will also support the school in encouraging parents/ carers and the wider
community to become engaged in online safety activities.
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Keeping Children Safe in Education states that:

“The Designated Safeguarding Lead should take lead responsibility for Safeguarding and
Child Protection (including online safety and understanding the filtering and monitoring
systems and processes in place). This should be explicit in the role holder’s job description.”
They (the DSL) “are able to understand the unique risks associated with online safety and be
confident that they have the relevant knowledge and up to date capability required to keep
children safe whilst they are online at school or college”

They (the DSL) “can recognise the additional risks that children with special educational needs
and disabilities (SEND) face online, for example, from bullying, grooming and radicalisation
and are confident they have the capability to support children with SEND to stay safe online”

The DSL will:

hold the lead responsibility for online safety, within their safeguarding role.

receive relevant and regularly updated training in online safety to enable them to understand
the risks associated with online safety and be confident that they have the relevant knowledge
and up to date capability required to keep children safe whilst they are online

ensure that all staff are aware of the procedures that need to be followed in the event of an
online safety incident taking place and the need to immediately report those incidents

be responsible for receiving reports of online safety incidents and handling them, and deciding
whether to make a referral by liaising with relevant agencies, ensuring that all incidents are
recorded.

meet regularly with the Nominated Online Safety Governor to discuss current issues, review
(anonymised) incidents and filtering and monitoring logs and ensuring that annual filtering and
monitoring checks are carried out

report regularly to the Headteacher

liaise with staff and IT providers on matters of safety and safeguarding and welfare (including
online and digital safety)

The Online Safety Lead will work closely with the DSL. Furthermore they will:

receive reports of online safety issues, being aware of the potential for serious child protection
concerns and ensure that these are logged to inform future online safety developments
have a leading role in establishing and reviewing the school online safety policies/ documents
promote an awareness of and commitment to online safety education/ awareness raising
across the school and beyond

liaise with the curriculum leader to ensure that the online safety curriculum is planned,
mapped, embedded and evaluated

provide (or identify sources of) training and advice for staff/governors/parents/carers/learners
liaise with Oakford technical staff, pastoral staff and support staff (as relevant)

receive regularly updated training to allow them to understand how digital technologies are
used and are developing (particularly by learners) with regard to the areas defined In Keeping
Children Safe in Education:

o content
o contact
o conduct
o commerce

The Computing Lead will:

work with the DSL and OSL to develop a planned and coordinated online safety education
programme through Purple Mash.
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This will be provided through:

a discrete Computing scheme of work (Purple Mash)

our Personal Development curriculum, including SCARF-.

a mapped cross-curricular programme

assemblies and events such as Safer Internet Day and Anti-bullying Week.

Teaching and support staff

School staff are responsible for ensuring that:

they have an awareness of current online safety /trends and of the current school Online
Safety Policy and practices

they understand that online safety is a core part of safeguarding

they have read, understood, and signed the staff Acceptable Use Policy (AUP)

they immediately report any suspected misuse or problem to the Designated Safeguarding
Lead (Kate Hurst) for investigation/action, in line with the school safeguarding procedures

all digital communications with learners and parents/carers are on a professional level and
only carried out using official school systems

online safety issues are embedded in all aspects of the curriculum and other activities
ensure learners understand and follow the Online Safety Policy and acceptable use policy,
have a good understanding of research skills and the need to avoid plagiarism and uphold
copyright regulations

they supervise and monitor the use of digital technologies, mobile devices, cameras, etc., in
lessons and other school activities and implement current policies regarding these devices

in lessons where Internet use is pre-planned, learners are guided to sites checked as suitable
for their use and that processes are in place for dealing with any unsuitable material that is
found in internet searches

there is a zero-tolerance approach to incidents of online-bullying, sexual harassment and
discrimination

they model safe, responsible, and professional online behaviours in their own use of
technology, including out of school and in their use of social media.

The DfE Filtering and Monitoring Standards says:

“Senior leaders should work closely with governors or proprietors, the designated
safeguarding lead (DSL) and IT service providers in all aspects of filtering and monitoring.
Your IT service provider may be a staff technician or an external service provider.”

“Day to day management of filtering and monitoring systems requires the specialist knowledge
of both safeguarding and IT staff to be effective. The DSL should work closely together with
IT service providers to meet the needs of your setting. You may need to ask filtering or
monitoring providers for system specific training and support.”

Our IT service provider (Oakford) will have technical responsibility for:
o maintaining filtering and monitoring systems
o providing filtering and monitoring reports
o completing actions following concerns or checks to systems

Our IT service provider (Oakford) will work with DSL to:
o procure systems
o identify risk
o carry out reviews
o carry out checks

Policy Online Safety 7


https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2022
https://www.anti-bullyingalliance.org.uk/anti-bullying-week

Our IT service provider (Oakford) is responsible for ensuring that:

e they are aware of and follow the school Online Safety Policy and procedures to carry out their
work effectively in line with school policy

o the school technical infrastructure is secure and is not open to misuse or malicious attack

o the school meets (as a minimum) the required online safety technical requirements as
identified by the DfE Meeting Digital and Technology Standards in Schools & Colleges and
guidance from Wiltshire Council.

¢ there is clear, safe, and managed control of user access to networks and devices

o they keep up to date with online safety technical information in order to effectively carry out
their online safety role and to inform and update others as relevant

¢ the use of technology is regularly and effectively monitored in order that any misuse/attempted
misuse can be reported to the DSL (Kate Hurst) for investigation and action

¢ the filtering policy is applied and updated on a regular basis and its implementation is the
responsibility of Oakford.

e monitoring systems are implemented and regularly updated as agreed in school policies

Our pupils:

e are responsible for using the school digital technology systems in accordance with the Pupil
Acceptable Use Policy and Online Safety Policy.

¢ should understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so

¢ should know what to do if they or someone they know feels vulnerable when using online
technology.

e should understand the importance of adopting good online safety practice when using digital
technologies out of school and realise that the school’s Online Safety Policy covers their
actions out of school, if related to their membership of the school.

Parents and carers

Parents and carers play a crucial role in ensuring that their children understand the need to use the
online services and devices in an appropriate way.

The school will take every opportunity to help parents and carers understand these issues through:

e publishing the school Online Safety Policy on the school website

e providing them with a copy of the Pupils Acceptable Use Policy

e publish information about appropriate use of social media relating to posts concerning the
school.

e seeking their permissions concerning digital images etc.

e parents’/carers’ evenings, newsletters, website, social media and information about national/
local online safety updates.

Parents and carers will be encouraged to support the school in reinforcing the online safety messages
provided to children in school.

Community users

Community users who access school systems as part of the wider school provision will be expected
to sign a community user AUP before being provided with access to school systems.

The school encourages the engagement of agencies/ members of the community who can provide
valuable contributions to the online safety provision and actively seeks to share its knowledge and
good practice with other schools and the community.
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Professional Standards

There is an expectation that required professional standards will be applied to online safety as in other
aspects of school life i.e., policies and protocols are in place for the use of online communication
technology between the staff and other members of the school and wider community, using officially
sanctioned school mechanisms.

Online Safety Policy

The DfE guidance “Keeping Children Safe in Education” states:

“Online safety and the school or college’s approach to it should be reflected in the child
protection policy”

The school Online Safety Policy:

sets expectations for the safe and responsible use of digital technologies for learning,
administration, and communication

allocates responsibilities for the delivery of the policy

is regularly reviewed in a collaborative manner, taking account of online safety incidents and
changes/trends in technology and related behaviours

establishes guidance for staff in how they should use digital technologies responsibly,
protecting themselves and the school and how they should use this understanding to help
safeguard learners in the digital world

describes how the school will help prepare learners to be safe and responsible users of online
technologies

establishes clear procedures to identify, report, respond to and record the misuse of digital
technologies and online safety incidents, including external support mechanisms

is supplemented by a series of related acceptable use agreements

is made available to staff at induction

is published on the school website.

Acceptable Use Policies

The Acceptable Use Policies define acceptable use at the school. These will be communicated and re-
enforced through:

pupil home/ school agreement
staff induction pack

posters in classrooms
communication with parents/carers
built into education sessions
school website

When using communication technologies, the school considers the following as good practice:

when communicating in a professional capacity, staff should ensure that the technologies they
use are officially sanctioned by the school.

any digital communication between staff and learners or parents/carers (e-mail, social media,
learning platform, etc.) must be professional in tone and content. Personal e-mail addresses,
text messaging or social media must not be used for these communications.

staff should be expected to follow good practice when using personal social media regarding
their own professional reputation and that of the school and its community

users should immediately report to the Headteacher (Sarah Weber) — in accordance with the
school policy — the receipt of any communication that makes them feel uncomfortable, is
offensive, discriminatory, threatening or bullying in nature and must not respond to any such
communication.
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e relevant policies and permissions should be followed when posting information online e.g.,
school website and social media. Only school e-mail addresses should be used to identify
members of staff and learners.

Reporting and responding

The 2021 Ofsted “Review of Sexual Abuse in Schools and Colleges” highlighted the need for schools
to understand that reporting systems do not always respond to the needs of learners. While the report
looks specifically at harmful sexual behaviours, schools may wish to address these issues more
generally in reviewing their reporting systems. The Ofsted review suggested:

“School and college leaders should create a culture where sexual harassment and online
sexual abuse are not tolerated, and where they identify issues and intervene early to better
protect children and young people. ..In order to do this, they should assume that sexual
harassment and online sexual abuse are happening in their setting, even when there are no
specific reports, and put in place a whole-school approach to address them. This should
include:

o routine record-keeping and analysis of sexual harassment and sexual violence,

including online, to identify patterns and intervene early to prevent abuse”

The school will take all reasonable precautions to ensure online safety for all school users but
recognises that incidents may occur inside and outside of the school (with impact on the school) which
will need intervention. The school will ensure:

o there are clear reporting routes which are understood and followed by all members of the
school community which are consistent with the school safeguarding procedures, and with the
whistleblowing, complaints and managing allegations policies.

o all members of the school community will be made aware of the need to report online safety
issues/incidents in a timely manner

e reports will be dealt with as soon as is practically possible once they are received

¢ the Designated Safeguarding Lead and Online Safety Lead have appropriate skills and
training to deal with online safety risks.

o ifthere is any suspicion that the incident involves any illegal activity or the potential for serious
harm (see flowchart and user actions chart on page 11), the incident must be escalated
through the agreed school safeguarding procedures, this may include

Non-consensual images
Self-generated images
Terrorism/extremism
Hate crime/ Abuse
Fraud and extortion
Harassment/stalking
Child Sexual Abuse Material (CSAM)
Child Sexual Exploitation Grooming
Extreme Pornography
Sale of illegal materials/substances
Cyber or hacking offences under the Computer Misuse Act
o Copyright theft or piracy
e any concern about staff misuse will be reported to the Headteacher, unless the concern
involves the Headteacher, in which case the complaint is referred to the Chair of Governors
(Robert Parker) and the DOfA.
¢ where there is no suspected illegal activity, devices may be checked using the following
procedures:

e one or more senior members of staff should be involved in this process. This is vital to
protect individuals if accusations are subsequently reported.

e conduct the procedure using a designated device that will not be used by learners and,
if necessary, can be taken off site by the police should the need arise (should illegal
activity be subsequently suspected). Use the same device for the duration of the
procedure.

O OO0 O O 0O O O 0 o O
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e ensure that the relevant staff have appropriate internet access to conduct the
procedure, but also that the sites and content visited are closely monitored and
recorded (to provide further protection).

¢ record the URL of any site containing the alleged misuse and describe the nature of
the content causing concern. It may also be necessary to record and store screenshots
of the content on the machine being used for investigation. These may be printed,
signed, and attached to the form

e once this has been completed and fully investigated the group will need to judge
whether this concern has substance or not. If it does, then appropriate action will be
required and could include the following:

o internal response or discipline procedures
o involvement by local authority / MAT (as relevant)
o police involvement and/or action
e itis important that those reporting an online safety incident have confidence that the report will
be treated seriously and dealt with effectively
o there are support strategies in place e.g., peer support for those reporting or affected by an
online safety incident
¢ incidents will be recorded
e relevant staff are aware of external sources of support and guidance in dealing with online
safety issues, e.g. local authority; police; Professionals Online Safety Helpline; Reporting
Harmful Content; CEOP.
¢ those involved in the incident will be provided with feedback about the outcome of the
investigation and follow up actions (as relevant)
e learning from the incident (or pattern of incidents) will be provided (as relevant and
anonymously) to:

e the Online Safety Group for consideration of updates to policies or education
programmes and to review how effectively the report was dealt with

e staff, through staff meetings

e pupils, through assemblies/lessons

e parents/carers, through newsletters, school social media, website
e governors, through regular safeguarding updates
o Wiltshire Council and external agencies, as relevant

The school will make the flowchart below available to staff to support the decision-making process for
dealing with online safety incidents.
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Flowchart

Unsuitable materials or activity

!

Report to the Designated Safeguarding

Lead (DSL) — Kate Hurst

v
)

If staff/volunteer
or learner, review
the incident and
decide upon the
appropriate
course of action.

4

lllegal materials or activities found or suspected.

v

Initial review/Professional strategy meeting with
Designated Safeguarding Lead (DSL) — Kate Hurst

Report to Police and report under local safeguarding
arrangements.

DO NOT DELAY, if you have any concerns, report them
immediately.

\ 4
-
Debrief on online Record details in
safety incident. — incident log
& J L

v

Keep incident log up to

Secure and preserve
evidence.

Remember do not
investigate yourself. Do
not ask leading
questions?.

L;_/

Review polices and
share experiences
and practice as
required.

=

date and make available
to LA, Governing Body
etc. as required.

Implement
changes.

Await Police
response.

If no illegal activity or
material is confirmed, then
revert to internal
procedures.

If illegal activity or
materials are
confirmed, allow
Police or relevant
authority to
complete their

J\[ Monitor situation. ] |

investigation and

seek advice from
the relevant

professional body.

The DSL/Headteacher is responsible for wellbeing and as
such should be informed of anything that places a child at
risk, BUT safeguarding procedures must be followed.

In the case of a member of staff or volunteer, it is likely that
a suspension will take place at the point of referral to police,
whilst police and internal procedures are being undertaken.
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It is more likely that Fynamore Primary School will need to deal with incidents that involve
inappropriate rather than illegal misuse. It is important that any incidents are dealt with as soon as
possible in a proportionate manner, and that members of the school community are aware that
incidents have been dealt with. It is intended that incidents of misuse will be dealt with through normal
behaviour/disciplinary procedure.

Online Safety Curriculum

The Online Safety Curriculum an essential part of the school’s online safety provision. Pupils need
help and support to recognise and avoid online safety risks and develop their resilience.

The 2021 Ofsted “Review of Sexual Abuse in Schools and Colleges” highlighted the need for:

“a carefully sequenced RSHE curriculum, based on the Department for Education’s
(DfE’s) statutory guidance, that specifically includes sexual harassment and sexual
violence, including online. This should include time for open discussion of topics that
children and young people tell us they find particularly difficult, such as consent and the

s

sending of ‘nudes’..
Keeping Children Safe in Education states:

“Governing bodies and proprietors should ensure online safety is a running and interrelated
theme whilst devising and implementing their whole school or college approach to
safeguarding and related policies and procedures. This will include considering how online
safety is reflected as required in all relevant policies and considering online safety whilst
planning the curriculum ..."

Online safety is a focus in all areas of the curriculum and staff should reinforce online safety messages
across the curriculum. Our online safety curriculum is broad, relevant and provides progression, with
opportunities for creative activities.

Our curriculum will be provided in the following ways:

e A planned online safety curriculum taught through Purple Mash which is matched to Education
for a Connected World.

e Lessons are matched to need; are age-related and build on prior learning

o Lessons are context-relevant with agreed objectives leading to clear and evidenced outcomes

e Learner need and progress are addressed through effective planning and assessment

e Digital competency is planned and effectively taught through other curriculum areas e.g.
Personal Development.

e it incorporates/makes use of relevant national initiatives and opportunities e.g. Safer Internet
Day and Anti-bullying week

¢ the programme will be accessible to pupils at different ages and abilities such as those with
SEND or vulnerable children.

e Pupils should be helped to understand the need for the Pupil Acceptable Use Policy aand
encouraged to adopt safe and responsible use both within and outside school. Acceptable use
is reinforced across the curriculum.

o staff should act as good role models in their use of digital technologies the internet and mobile
devices

e in lessons where Internet use is pre-planned, it is best practice that learners should be guided
to sites checked as suitable for their use and that processes are in place for dealing with any
unsuitable material that is found in internet searches

o where learners are allowed to freely search the internet, staff should be vigilant in supervising
the pupils and monitoring the content of the websites that pupils visit.
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it is accepted that from time to time, for good educational reasons, students may need to
research topics or have access to resources, that would normally result in Internet searches
being blocked. In such a situation, staff should be able to request the temporary removal of those
sites from the filtered list for the period of study. Any request to do so, should be auditable, with
clear reasons for the need

Contribution of pupils

The school acknowledges, learns from, and uses the skills and knowledge of pupils in the use of
digital technologies. We recognise the potential for this to shape the online safety strategy for the
school community and how this contributes positively to the personal development of young people.

Their contribution is recognised through:

pupil feedback

appointment of Online Safety Leaders

pupils contribute to the online safety education programme e.g. leading lessons for younger
learners, contributing towards assemblies and online safety campaigns

pupils designing/ updating acceptable use agreements

contributing to online safety events with the wider school community e.g. parent/ carer
information evenings

Staff/ volunteers

The DfE guidance “Keeping Children Safe in Education” states:

“All staff should receive appropriate safeguarding and child protection training (including
online safety) at induction. The training should be regularly updated. In addition, all staff
should receive safeguarding and child protection (including online safety) updates (for
example, via email, e-bulletins, and staff meetings), as required, and at least annually, to
continue to provide them with relevant skills and knowledge to safeguard children effectively.”

“Governing bodies and proprietors should ensure... that safeguarding training for staff,
including online safety training, is integrated, aligned and considered as part of the whole
school or college safeguarding approach and wider staff training and curriculum planning.”

All staff will receive annual online safety training and understand their responsibilities, as outlined in
this policy. Training will be offered as follows:

the training will be an integral part of the school's annual safeguarding and child protection
training for all staff

all new staff will receive online safety training as part of their induction programme, ensuring
that they fully understand the school online safety policy and acceptable use policies.

the Online Safety Lead and Designated Safeguarding Lead will receive regular updates and
training.

this Online Safety Policy and its updates will be presented to and discussed by staff in staff
meetings/ TD days

the Designated Safeguarding Lead/ Online Safety Lead will provide advice/guidance/training
to individuals as required.
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Governors
Governors will take part in annual online safety training delivered by the DSL.

The Nominated Governor for online safety will take part in:
e Cyber-security training
e Training to allow the governor to understand the school’s filtering and monitoring provision, in
order that they can participate in the required checks and review.

Families

Many parents and carers have only a limited understanding of online safety risks and issues, yet they
play an essential role in the education of their children and in the monitoring and regulation of the
children’s online behaviours. Parents may underestimate how often children and young people come
across potentially harmful and inappropriate material on the Internet and may be unsure about how
to respond.

The school will seek to provide information and awareness to parents and carers through:

¢ sharing Acceptable Use of Technologies Policies for parents and pupils.

e regular communication, awareness-raising and engagement on online safety issues,
curriculum activities and reporting routes

e opportunities for engagement with parents and carers on online safety issues through
awareness workshops.

o newsletters, website, social media

e high profile events / campaigns e.g. Safer Internet Day

Technology

Fynamore Primary School is responsible for ensuring that the school infrastructure and network is as
safe and secure as is reasonably possible and that policies and procedures approved within this policy
are implemented. We will ensure that all staff are made aware of policies and procedures in place on
a regular basis and explain that everyone is responsible for online safety and data protection.

Filtering & Monitoring

The DfE guidance (for England) on filtering and monitoring in “Keeping Children Safe in Education”
states:

“It is essential that governing bodies and proprietors ensure that appropriate filtering and
monitoring systems are in place ...governing bodies and proprietors should be doing all that
they reasonably can to limit children’s exposure to the ... risks from the school’s or college’s
IT system. As part of this process, governing bodies and proprietors should ensure their school
or college has appropriate filtering and monitoring systems in place and regularly review their
effectiveness. They should ensure that the leadership team and relevant staff have an
awareness and understanding of the provisions in place and manage them effectively and
know how to escalate concerns when identified...

The appropriateness of any filtering and monitoring systems are a matter for individual schools
and colleges and will be informed in part, by the risk assessment required by the Prevent Duty.
To support schools and colleges to meet this duty, the Department for Education has published
filtering and monitoring standards...”

The school filtering and monitoring provision is agreed by SLT, Governors and the IT Service Provider

(Oakford) and is regularly reviewed (at least annually) and updated in response to changes in
technology and patterns of online safety incidents/behaviours.
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Day to day management of filtering and monitoring systems requires the specialist knowledge of both
safeguarding and IT staff to be effective. The DSL will have lead responsibility for safeguarding and
online safety and the IT service provider will have technical responsibility.

Checks on the filtering and monitoring system are carried out by the IT Service Provider with the
involvement of a the Designated Safeguarding Lead and the Nominated Governor for Online Safety,
in particular when a safeguarding risk is identified, there is a change in working practice, e.g. remote
access, BYOD (Bring Your Own Device) or new technology is introduced.

Filtering

» the school manages access to content across its systems for all users and on all devices using
the schools internet provision. The filtering provided meets the standards defined in the DfE
Filtering standards for schools and colleges and the guidance provided in the UK Safer
Internet Centre Appropriate filtering.

¢ llegal content (e.g., child sexual abuse images) is filtered by the broadband or filtering provider
by actively employing the Internet Watch Foundation URL list and the police assessed list of
unlawful terrorist content, produced on behalf of the Home Office. Content lists are regularly
updated

¢ there are established and effective routes for users to report inappropriate content, recognising
that no system can be 100% effective

e there is a clear process in place to deal with, and log, requests/approvals for filtering changes
(see Appendix for more details).

o filtering logs are regularly reviewed and alert the Designated Safeguarding Lead to breaches
of the filtering policy, which are then acted upon.

¢ the school has (if possible) provided enhanced/differentiated user-level filtering (allowing
different filtering levels for different abilities/ages/stages and different groups of users:
staff/learners, etc.)

¢ the school has a mobile phone policy and where personal mobile devices have internet access
through the school network, content is managed in ways that are consistent with school policy
and practice.

e access to content through non-browser services (e.g. apps and other mobile technologies) is
managed in ways that are consistent with school policy and practice.

If necessary, the school will seek advice from, and report issues to Oakford IT Services.
Monitoring
The school has monitoring systems in place to protect the school, systems and users:

e The school monitors all network use across all its devices and services.

e Weekly monitoring reports sent by Oakford are picked up, acted on and outcomes are
recorded by the Designated Safeguarding Lead, all users are aware that the network (and
devices) are monitored.

e There are effective protocols in place to report abuse/misuse. There is a clear process for
prioritising response to alerts that require rapid safeguarding intervention.

e Management of serious safeguarding alerts is consistent with safeguarding policy and
practice.

The school follows the UK Safer Internet Centre Appropriate Monitoring guidance and protects
users and school systems through the use of the appropriate blend of strategies informed by the
school’s risk assessment. These may include:

e physical monitoring (adult supervision in the classroom)
e internet use is logged, regularly monitored and reviewed
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filtering logs are regularly analysed and breaches are reported to senior leaders

pro-active alerts inform the school of breaches to the filtering policy, allowing effective
intervention.

where possible, school technical staff regularly monitor and record the activity of users on the
school technical systems

We have sought advice from Oakford and are carefully considering the use of a third-party
assisted monitoring service to review monitoring logs and report issues to the DSL and OSL.
Securus Solutions has been recommended.

Technical Security

The school technical systems will be managed in ways that ensure that the school meets
recommended technical requirements:

responsibility for technical security resides with SLT who may delegate activities to identified
roles.

all users have clearly defined access rights to school technical systems and devices. Details
of the access rights available to groups of users will be recorded by the IT service provider
and will be reviewed, at least annually, by the SLT/Online Safety Group

password policy and procedures are implemented. (consistent with guidance from the National
Cyber Security Centre)

the security of their username and password and must not allow other users to access the
systems using their log on details.

all users have responsibility for the security of their username and password and must not
allow other users to access the systems using their log on details.

all school networks and system will be protected by secure passwords. Passwords must not
be shared with anyone.

the administrator passwords for school systems are kept in a secure place, e.g. school safe.
there is a risk-based approach to the allocation of learner usernames and passwords

there will be regular reviews and audits of the safety and security of school technical systems
servers, wireless systems and cabling are securely located and physical access restricted
appropriate security measures are in to protect the servers, firewalls, routers, wireless systems
and devices from accidental or malicious attempts which might threaten the security of the
school systems and data. These are tested regularly. The school infrastructure and individual
workstations are protected by up-to-date endpoint software.

there are rigorous and verified back-up routines, including the keeping of network-separated
(air-gapped) copies off-site or in the cloud,

Jen Maitland (Business Manager) is responsible for ensuring that all software purchased by
and used by the school is adequately licensed and that the latest software updates are applied.
an appropriate system is in place for users to report any actual/potential technical
incident/security breach to the relevant person, as agreed)

use of school devices out of school and by family members is regulated by an acceptable use
statement that a user consents to when the device is allocated to them

personal use of any device on the school network is regulated by acceptable use statements
that a user consents to when using the network

staff members are not permitted to install software on a school-owned devices without the
consent of the SLT/ Oakford

removable media is not permitted unless approved by the SLT/ Oakford

systems are in place to control and protect personal data and data is encrypted at rest and in
transit.

mobile device security and management procedures are in place

guest users are provided with appropriate access to school systems based on an identified
risk profile.
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Mobile technologies

The DfE guidance “Keeping Children Safe in Education” states:

“The school or college should have a clear policy on the use of mobile and smart technology.
Amongst other things this will reflect the fact many children have unlimited and unrestricted
access to the internet via mobile phone networks (i.e. 3G, 4G and 5G). This access means
some children, whilst at school or college, sexually harass, bully, and control others via their
mobile and smart technology, share indecent images consensually and non-consensually
(often via large chat groups) and view and share pornography and other harmful content.
Schools and colleges should carefully consider how this is managed on their premises and
reflect this in their mobile and smart technology policy and their child protection policy.

Mobile technology devices may be school provided or personally owned and might include
smartphone, tablet, wearable devices, laptop or other technology that usually has the capability of
utilising the school’s wireless network. The device then has access to the wider Internet which may
include the school learning platform and other cloud-based services such as e-mail and data storage.

All users should understand that the primary purpose of the use of mobile/ personal devices in a
school context is educational. The mobile technologies policy should be consistent with and inter-
related to other relevant school polices including but not limited to those for safeguarding, behaviour,
anti-bullying, and acceptable use. Teaching about the safe and appropriate use of mobile
technologies is an integral part of the school’s online safety education programme.

The school acceptable use policies for staff, learners, parents, and carers outline the expectations
around the use of mobile technologies.

School provided devices:

o all school devices are managed though the use of Mobile Device Management
software

o there is an asset log that clearly states whom a device has been allocated to. There is
clear guidance on where, when and how use is allowed

o any designated mobile-free zone is clearly signposted

e personal use (e.g. online banking, shopping, images etc.) is clearly defined and
expectations are well-communicated.

o the use of devices on trips/events away from school is clearly defined and expectation
are well-communicated.

o liability for damage aligns with current school policy for the replacement of equipment.

e education is in place to support responsible use.
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Personal devices:

o there is a clear policy covering the use of personal mobile devices on school premises
for all users

e Wwhere devices are used to support learning, staff have been trained in their planning,
use and implementation, ensuring that all learners can access a required resource.

o use of personal devices for school is defined in the acceptable use policy. Personal
devices commissioned onto the school network are segregated effectively from school-
owned systems

o the expectations for taking/storing/using images/video aligns with the school’s
acceptable use policy and use of images/video policy. The non-consensual
taking/using of images of others is not permitted.

 liability for loss/damage or malfunction of personal devices is clearly defined

o there is clear advice and guidance at the point of entry for visitors to acknowledge
school requirements

e education about the safe and responsible use of mobile devices is included in the
school online safety education programmes

Social media

With widespread use of social media for professional and personal purposes this policy that sets out
clear guidance for staff to manage risk and behaviour online is essential. Core messages will include
the protection of learners, the school and the individual when publishing any material online.

Expectations for teachers’ professional conduct are set out in the DfE Teachers Standards but all
adults working with children and young people must understand that the nature and responsibilities
of their work place them in a position of trust and that their conduct should reflect this.

All schools have a duty of care to provide a safe learning environment for learners and staff. Schools
could be held responsible, indirectly for acts of their employees in the course of their employment.
Staff members who harass, bully online, discriminate on the grounds of sex, race, or disability or who
defame a third party may render the school liable to the injured party. Reasonable steps to prevent
predictable harm must be in place.

The school provides the following measures to ensure reasonable steps are in place to minimise risk
of harm to learners through:

e ensuring that personal information is not published.

e guidance is provided including acceptable use, age restrictions, social media risks, digital and
video images policy, checking of settings, data protection and reporting issues.

e clear reporting guidance, including responsibilities, procedures, and sanctions.

e risk assessment, including legal risk.

e guidance for children and parents/ carers

School staff should ensure that:

¢ No reference should be made in social media to learners, parents/ carers or school staff.

¢ they do not engage in online discussion on personal matters relating to members of the school
community.

e personal opinions should not be attributed to the school.

e security settings on personal social media profiles are regularly checked to minimise risk of
loss of personal information.

¢ they act as positive role models in their use of social media
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When official school social media accounts are used, there will be:

e a process for approval by senior leaders

e clear processes for the administration, moderation, and monitoring of these accounts —
involving at least two members of staff

e a code of behaviour for users of the accounts

e systems for reporting and dealing with abuse and misuse

¢ understanding of how incidents may be dealt with under school disciplinary procedures.

Personal use

e personal communications are those made via personal social media accounts. In all cases,
where a personal account is used which associates itself with, or impacts on, the school it
must be made clear that the member of staff is not communicating on behalf of the school with
an appropriate disclaimer. Such personal communications are within the scope of this policy

e personal communications which do not refer to or impact upon the school are outside the
scope of this policy

e where excessive personal use of social media in school is suspected, and considered to be
interfering with relevant duties, disciplinary action may be taken

¢ the school permits reasonable and appropriate access to personal social media sites during
school hours

Monitoring of public social media

e As part of active social media engagement, the school may pro-actively monitor the Internet
for public postings about the school.

¢ the school should effectively respond to social media comments made by others according to
a defined policy or process.

e when parents/carers express concerns about the school on social media we will urge them to
make direct contact with the school, in private, to resolve the matter. Where this cannot be
resolved, parents/ carers should be informed of the school complaints procedure.

School use of social media for professional purposes will be checked regularly by a senior leader and
the Online Safety Lead to ensure compliance with the social media, data protection, communications,
digital image and video policies. In the event of any social media issues that the school is unable to
resolve support may be sought from the Professionals Online Safety Helpline.

Digital and video images

The development of digital imaging technologies has created significant benefits to learning, allowing
staff and learners instant use of images that they have recorded themselves or downloaded from the
Internet. However, staff, parents/carers and children need to be aware of the risks associated with
publishing digital images on the Internet. Such images may provide avenues for online bullying to take
place. Digital images may remain available on the Internet forever and may cause harm or
embarrassment to individuals in the short or longer term. It is common for employers to carry out
Internet searches for information about potential and existing employees.

The school will inform and educate users about these risks and will implement policies to reduce the
likelihood of the potential for harm:

o the school may use live-streaming or video-conferencing services in line with national and
local safeguarding guidance/ policies?

e when using digital images, staff will inform and educate learners about the risks associated
with the taking, use, sharing, publication and distribution of images.
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o staff/ volunteers must be aware of those children whose images must not be taken/published.
Those images should only be taken on school devices. The personal devices of staff should
not be used for such purposes.

e in accordance with guidance from the Information Commissioner’s Office, parents/carers are
welcome to take videos and digital images of their children at school events for their own
personal use (as such use in not covered by the Data Protection Act). To respect everyone’s
privacy and in some cases protection, these images should not be published/made publicly
available on social networking sites, nor should parents/carers comment on any activities
involving other learners in the digital/video images

o staff and volunteers are allowed to take digital/ video images to support educational aims, but
must follow school policies concerning the sharing, storage, distribution and publication of
those images

e care should be taken when sharing digital/ video images that learners are appropriately
dressed

e photographs published on the website, or elsewhere that include children will be selected
carefully and will comply with Online Safety Policy

o learners’ full names will not be used anywhere on a website or blog, particularly in association
with photographs.

e written permission from parents or carers will be obtained before photographs of learners are
taken for use in school or published on the school website/social media. Permission is not
required for images taken solely for internal purposes

e parents/carers will be informed of the purposes for the use of images, how they will be stored
and for how long — in line with the school data protection policy

o images will be securely stored in line with the school retention policy

¢ Children’s work can only be published with the permission of the child and the parent/carer.

Online Publishing

The school communicates with parents/carers and the wider community and promotes the school
through:

e Our school website

e Social media

¢ Online newsletters

The school website is managed/ hosted by Wix. Sophie Croxford (office admin) regularly checks and
updates the school website.

The school ensures that online safety policy has been followed in the use of online publishing e.g.,
use of digital and video images, copyright, identification of young people, publication of school
calendars and personal information — ensuring that there is least risk to members of the school
community, through such publications.

Where children’s work, images or videos are published, their identities are protected, and full names
are not published.

The school public online publishing provides information about online safety e.g., publishing the
schools Online Safety Policy and acceptable use policy; latest advice and guidance; news articles
etc., creating an online safety page on the school website.

The website includes an online reporting process for parents and the wider community to register
issues and concerns to complement the internal reporting process.
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Outcomes

The impact of the Online Safety Policy and practice is regularly evaluated through the audit of online
safety incident logs by the DSL; behaviour/ bullying reports; surveys of staff and pupils and is reported
to relevant groups:

o there is balanced discussion about the evidence taken from the audits and the impact of
preventative work e.g., online safety education, awareness, and training

o there are well-established routes to regularly report patterns of online safety incidents and
outcomes to school leadership and Governors

e parents/ carers are informed of patterns of online safety incidents as part of the school’s online
safety awareness raising

¢ online safety (and related) policies and procedures are regularly updated in response to the
evidence gathered from the above.
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Appendix 1 — Acceptable Use of Technologies Policy - YR and KS1

Fynamore Primary School

Acceptable Use of Technologies Policy for Pupils - ¥R and K51

This is how we stay safe when we use laptops, iPads and other devices in school:

e | will ask a teacher or another adult in school if | want to use the
laptops or iPads.

e | will only use laptops and iPads for activities that a teacher or
adult has told or allowed me to use.

» | will take care of the laptops, iPads and other equipment.

» | will ask for help from a teacher or another adult if | am not sure
what to do or if | think | have done something wrong.

o | will tell a teacher or another adult if | see something that upsets
me on the screen.

o | know that if | break the rules | might not be allowed to use the
laptop or iPad.

Copyright of these policy lemplates is bald by SYER, Schools'callages ard other sducafional instiutions are
permittad fnse use of the palicy bamplabés for the purposes of policy review and development. Any person o
argansation wishing to use the docimeant for obfer purposes should seak cormant fram S,
jonlinesafelyifewall. om uk] and admowiedge ibs use

Every effar has besn made & ensure that the information included in this document is accurate, as af the dale o
publication in Seplember 2022, However, SYARER canrat guaranies its accuracy, nor can it acoept Eability in
renact af the use of the matsna

T Tr T
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Appendix 2: Acceptable Use of Technologies Policy — KS2

:F',rnnmnre Primary School

Acceptable Use of Technelogies Policy for Pupils - K52

I understand that I must use school lapteps, iPods and the Internef in o responsible
way, to ensure that there is no risk to my sofety or to the sofety of others.

For my own safety:

» I understand that the schools will monitor my use of the school devices
(loptops and iPads) and systems.

* L will keep my username and password sofe and secure - I will not share it, nor
will I try o use any other person's username and password. I understand that
I should not write down o password as someone may steal it

» I will be aware of "stranger danger”, when L am communicating online.

# I will not share personal information about myself or others when online (this
could include nomes, home oddresses, email addresses, telephone numbers,
age, my school details)

* L will report any unkind or inoppropriate material or messages or anything that
mokes me feel uncomforfoble when I see it online stroight away.

I understand that everyone has the right to use technology:

# I understand that the school's devices and Internet are for educotional use
and that I will not use them for personal use unless I have permission.

o [ will not try to moke lorge downloads or uploads thot might foke up the
capacity of the Internet and stop other children fram being oble to do their
work.

o I will not use the school's Internet or devices for eonline gaming. online

gambling, Internet shepping or video broadcasting (e.g. YouTube).

I will act as I expect others to act towards me:
o I will respect others” work and will not occess, copy, remove or change any
computer files that belong to somebaody else.
» [ will be pelite and responsible when I communicate with others
o [ will not use unkind or inoppropriote longuoge and I appreciate that athers
may hove different opinions to my own.
# [ will not take or share images of adults or children in school without their

permission.
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I understand that the school has security and safety rules:

If T bring my own personal device into school (e.g. a mobile phone or tablet)
then L will make sure this is handed in to the office af the beginning of the
school day or handed to my class teacher to be locked in the clossroom
cupboard.

I understand the risks and will not try to uplood, downlood or occess any
materials which are illegal er inoppropriote or may couse harm or distress to
others

I will not use any proegrammes that might allow me to bypaszs the filtering/
security systems in place to prevent access to inappropriate materials.

I will immediately report any domoge or faults involving loptops or iPads,
however this may hove happened.

I will not open any attachments in emails, unless T know and trust the person
who zert the email.

I will not install or attempt to install or store programmes of any fype on a
school laptop or iPad

I will not alter the computer settings

When using the Internet, I know that:

When I am using the Internet to find information, I should take care to check
that the infermation thot I occess is accurote, os I understand that the work
of athers may not be truthful.

Where work is protected by copyright, I will not try to downlood copies

(including music and videos)

I understand that I am responsible for my actions, both in and out of school:

I understand that the school has a responsibility to follow up any incidents of
inappropriate online behavieur when I am out of school such as online-bullying,
inoppropriote use of images or personal information.

I understand that if I do not follow this Acceptoble Use Policy then I may lose
access to school laptops, iPads and the Internet. I may also receive a behaviowr
consequence and my parents/ carers may be contacted. In the event of illegal

activities, we may need to invelve of the police.

Copamighi of these pol oy iemplales s hakd By SNRGHL: Sohootsiool wypes arsd cther educaiional retBulions ane pemifed fres
s of B poboy lesnplales for e purposes of policy nevies and desslopmend. Any person oF eeganisalion wishing io use the

dicousnent Tor othar purposes shoukd seek corseni o BRNERLA onlinesafeiy ffrowoll org k) and acknradedge Bs use

Every effort has been made bo ensune fhal the information Ind uded In ihis documend (s aocuralie, as ot the dabe of publodon in
Soplomber 2077, However, GFGA. annot § uam med Hs soosracy, nor can §aocepl Rabl iy in respect of ihe use of e
raleria

i GG, 20 22
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Appendix 3: Acceptable Use of Technologies Policy — Parents/ Carers

Fynamore Primary School

Acceptable Use of Technologies Policy for Parents/ Carers

Digital technologies have became integral to the lives of children, both within schoals and autside
school. These techrologies provide powertul fools, which open up new opporturities for everyane.
Theyy can stimulate discussion, |:|r'|:-rr'ru1'n=_', -::r'a.u‘rim'f:.-' and stimulete awareress of context o pn:lrnn'l'e
effective lezrring. Children should have an entitlement to safe internet access at all fimes.

This acceptoble use policy is mtended To ensure that
# Children will be resporsible users and stay safe while usirg the Inferret and other
communications technologies for educational, persomal and recreational wse.
+  School systems and wsers are protected from accidental or deliberate misuse that could
put the security of the systems and users at r'ish.|
+ Parents and carers are aware of the importance of online safety and are involved in the
education and guidance of yourg people with regard to their or-line behavicur.

The school will aim to ensure that children have good access to digital technologies to enhance
their leerrirg and will, in refurn, expect the childrer to ogree to be responsible users.

As g parent/carer

+  Lwill give permission for my child to have access to the digital technologies at school.

+ I understand thot the school will take every reasomable precaution, including moritoring
and filtering systems, fo ensure that yourg people will be safe when they use the Internet
and systems. I also urderstand that the school cannot ultimately be held resporsible for
the mature and content of materials occessed on the Inferret and uwsing mobile
techrologies.

+ L urderstand that my chikd's ectivity on the svstems will be monitored and that the schoal
will contact me if they have concerns about any possible breaches of the ecceptable use
ogreement.

+ I will encourage my child to adopt safe use of the irternet and digital fechrologies af

home {e.g. by applying parental locks) and will inform the schoal if T have concerns aver
my childs online safety.

U=ze of Digital Video Images
The use of digitel/video images plays an importart part in learring activities. Learrers and

members of staff may use digital cameres to record evidence of activities in lessons and out of
school. These imoges may then be used in presertations in subsequent lessors.

Imoges may also be used to celebrate success through their publication in rewsletters, on the
school website ard occasionally in the public mediz Where an image is publichy shered by amy
mears, only your child's first name will be used.
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The school will comply with the Data Protection Act and request parent's/ coerer's permission
before taking images of childrer. We will also ensure that when images are published, the children
cannat be idertified by the use of their names.

In accordance with guidarce from the Informotion Commissioner's Office, parents/ carers are
welcome to fake videas and digital images of their children at school events for their own personal
use. To respect eweryore’s privacy ard in some cases protection, these images should not be
published/ made publichy available or social retworking sites, nor should parents/ carers comment
on ary activities involving other kearners in the digital’ video images.
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Appendix 4: Acceptable Use of Technologies Policy for staff

Fynamore Primary School

Acceptable Use of Technologies Policy for Staff

Schoal Policy

Mew technologies have become integral fo the lives of children in foday's society, bath within
schools and in their lives outside school. The Intermet and other digital information and
commurications techrologies are powerful tools, which open up rew opporfunities for everyore.
These technologies can stimulate discussion, prnm:n’rs -:raa‘rim"h.r ard stimulate awareress of
corfext to promote effective learrirg. They also bring opporturities for staff to be more creative
and productive in their work. All users should have an ertitlement to safe access to the Internet
and digital technologies at all fimes.

This acceptobde use policy is imtended fo ensure that-
+ Staff will be resporsible wsers and stay sofe while using the Intermet and other
communications technologies for educatioral, personal and recreational use.
+ school systems and users are protected from eccidertal or deliberate misuse that could
put the security of the systems and users af risk.
+ =haff are protected from potential risk in their wse of fechralagy in their everyday work

Fynamore Primary Schaol will aim to ensure that staff have good eccess to digital technology o
enhance their work and fo enhance learning opporfunities and will, in refurn, expect staff to agree
to be responsible users.

Acceprable Use Policy Agreement
T understand that T must use school systems in a responsible way, to ersure thet there iz no risk

to my safety or to the safety and security of the systems and other users. T recogrise the value
af the wse of digital technolegy for enhancirg learning and will ensure thet learrers receive
appartunities to gain from the use of digital fechnology. I will, where possible, educate children
in my care in the safe use of digital technology and embed online safety in my work with children

Far my professional and personal safety:

# [ wnderstand that the school will moritor my use of the school digital techrology and
commimications systems.

*  Lwill not use my persoral devices such as my mobile phane, my personal laptop oe my fablet
thraugh the school network.

+« I understand that the rules set gut in this agreement also apply to use of these
technologies (e.g. laptops, iPad, email) cut of school. ard to The trarsfer of personal data
(digital or paper based) out of school.

+ I wnderstand that the school digital fechrology systems are primarily imterded for
educatioral use ard that Twill orby use the systems for personal or recreational use within
the policies and rules set by the school.

+ L will not disclose my username or password to arvore else, nor will I try to use amy other
persor’s username and password. I understard thet I should rot write down or store a
password where it is possible That someone may steal it.
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*

I will immediately report any illegal, imappropriate or harmful material or incident, T
become aware of, to the 5L and! or Headteacher (Kate Hurst and/ or Sorah Weber).

I will be professional in mry communications and actions when using school systems:

*

L will not access, copy, remave or otherwise alter any other user's files, without their
EXPress permission.

I will commuricate with others in a professional manrer, I will not use aggressive or
ingppropriate language ard I appreciate that others moy have different opinions.

I will ersure that when I take and/or publish images of children I will do so with their
permission and in accordance with the school's policy on the wse of digital/video images. T
will rot use my personcl equipment to record these imoges. Where these images are
publizhed (2.g. on the school website/ Secial Media) it will rot be possible to idertify by
full name, or other personal information, those who are featured.

L will only commuricate with children and parenfs/carers using Sessaw. Amy such
communication will be professional in tore and manrer. Admin staff will use Pgrentilall and
school office email fo communicate with parents/ carers.

[ will rot ergoge in amy online activity that moy compromise my professional
responsibilities.

The school has the responsibility to provide safe and secure oocess to techmologies and ersure
the smooth running of the school

E ]

L will not access personal email or personal Secial Media accourts on the schools IT
swstams.

I will not open amy hyperlinks in emails or any attachments to emails, unless the source is
krown ard trusted, or if I have amy concerns about the validity of the email.

L will rot fry %o wpload, download or access amy materials which are illegal (child sexual
gbuse imoges, crimirally racist maoterial, terrorist or extremist matericl. adult
pornography) or inappropriate ar may couse harm or distress o others.

[ will rot use any progrommes or socftwore that might cllow me to bypass the
filtering/security systems in place fo prevent access to such materials.

L will mot try {unless I have permission) to make large downboads or uploads that might
take up Internet capacity and prewent other users from being able to carry out their work.
L will rot install or attempt fo install programmes of any fype on a machine, or store
programmes or @ computer. All requests must go through cur IT Provider (Cakford)

L will not disable or cause ary camage o school equipment, or the equipment belonging o
others.

Where digital personal data is fransferred outside the secure local network, it must be
encrypted. Paper based documents cortaining persoral data must be held in lockable
storage.

I understard that data protection pelicy requires that amy staff or pupil data fo which T
have access, will be kept private and corfidential, except when it is deemed necessary
that L am required by law or by school policy to dischose such information to en appropriate
authaority.

L will immediately report any damage or faults irmolving equipmernt or software, however
this may have happened.
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When using the online systems in my professional capaciy or for school sanchiored personal use:
+ L will ensure that I hove permission to use the origingl work of others in my own work
+ Where work is protected by copyright, I will rot downboad or distribute copies (including
miusic and videos).

I understand that I am responsible for my actions in and out of the school:
=+ I understand that this acceptable use policy opplies mot only to my work and use of
schoal’s digital techroblagy equipment in school, but alse applies To my use of schoal
systems and eguipment of T the premises and my wuse of personal eguipment on the
premises or in sifuations related to my employment by the schoal
+ I understand that if I fail o comply with this acceptable use agreement, I could be

subject to disciplinary action and in the event of illegal activities the imolvement of
the palice.

I have read and urderstand the above ard cgree fo wse the school digital technology systems

(both in and out of schocl) and my own devices {in school and when carrying out communications
reloted to the schoal) within These guidelines.
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Appendix 5: Acceptable Use of Technologies Policy for supply staff

Acceptable Use of Technologies Pelicy for Supply Staff

Fynamore Primary School

To be completed once per year and in the ewent of a new supply teccher working ot Fynamore.

Fynamore Primary School will aim to ersure that supply staff have access to digital fechrology to
enhznce their work and to enhance learning opportunities ard will, in retwrn, expect staff and
volunteers to agree to be responsible users.

Acceptable Use Policy Agreement
T understand that I must use schocl systems in a responsible way, o ersure thot there iz no risk

to my safety or fo the safety and security of the systems and other users. T recogrise the value
af the wse of digital technolegy for enhancing learning and will ensure that lesrrers receive
oppartunities to gain from the use of digital technology. T will, where passible, educate children
in my care in the safe use of digital technolegy and embed online safety in my work with childrer

For my professional and personal sofety:

I wnderstard that the school will moritor my use of the school digital fechnology ard
communications syshems.

I will not wse my persoral devices such as my mobile phone, my persona laptop or my fablet
through the school network.

I urderstand that the rules set out in this agreement alse apply fo use of these
techrologies (eg. laptops, iPad, email) cut of school, and to the trarsfer of personal data
(digital or paper based) out of school.

I uwnderstand that the school digital techralogy systems are primarily interded for
educatioral use ard that I will onby use the systems for personal or recreational use within
the policies ard rules set by the school.

I will immediately report any illegal, imappropriate or harmful material or ircident, I
become aware of, to the DSL and/’ or Headteacher (Kate Hurst and)’ or Sorah Weber).

I will be professional in my communications and actions when using school systems:

-

I will not access, copy, remave or otherwize alter any other user's files, without their
EXPress permission.

I will commuricate with others in o professional manrer, T will not use aggressive or
inappropricte language ard I appreciate that others may have different apinions.

I will ensure that when I fake ardfor publish images of others I will do 50 with their
permission and in accordance with the schoal's policy on the wee of digital/video images. T
will rot use my personal equipmernt to record these imoges. Where these images are
publizhed (25 on the school websites Secial Media) it will ot be possible to identify by
full name, or other personal information, those who are Teafured.

I will not ergoge in amy online ectiviby that moy compromise my professional
responsibilities.
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The school has the responsibility to provide safe and secure occess to technologies and ereure
the smooth rusning of the schoal

*

L will not access personal email or personal Social Media accourds on the schoofs IT
swstams,

L will rot try o upload, dowrnload or access amy materials which are illegal {child sexual
gbuse imoges, crimirally rocist material. ferrorist or extremist motericl. adult
pornography) or inappropriate or may couse harm or distress fo others.

I will rot use any progrommes or softwore that might cllow me to bypass the
filtering/security systems in place fo prevent access to such materials.

L will ot install or attempt fo install programmes of any fype on a machine, or store
programmes on a computer.

L will not disable or cause ary damoge fo school equipment, or the equipment belonging to
others.

I understand that data protection policy requires that amy staff or pupil data fo which T
have access, will be kept private and confidertial, except when it iz deemed necessary
that L am required by low or by school policy to dischoze such information to an appropricte
autharity.

L will immediately report ary damage or faults irvolving equipment or software, however
this may have happened.

I have read and understard the above and agree to use the school digital technology systems in
school within these guidelines.
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Appendix 6: Terms and Conditions for our guest WiFi (for visitors and volunteers)

Guest WiFi Terms and Conditions

Flease read the following informetion carefully before using this service. ou may not use
the service without accepting these Terms and Conditions.

Wielcome to the wirgless high-speed Intermnet access systam ("Guest Wifi System) gt
Fymamore School. These "Terms and Conditions of Usa®, gowern wour nighis and
responsibilites and our rights and responsibilibes relating to the use of the Guest Wif
System at Fynamore School.

Appeptance of Terms snd Conditions of Llsa

By continuing to the internet you are confirming that:

1. WOU HAVE READ, UMDERSTAMD AND AGREE TO THE TERMS OF THIS
AGREEMENT AND

200U ARE AT LEAST 18 YEARS OF AGE.

If wou do mot agres to the termes of this Agreement, you may not use the school Gusast Wi
System.

Dweccoription of Guest Wi Sy=fem/Service Availability

Fymamuore School will provide access to the Guest Wil System at locations ("Enakled
Locations™) that have been equipped with wireless access points. Access points or Emablad
Locations may not be available in all areas of the school, and may not sheays be
operational.

Spcecs to Internet

Fynamore School does filker and restrict access to certain content placed on or accessible
throwgh the Intermet. Fynamore School does not screen or restrict communications batween
parti=s via the Internet. Wou acknowledge that f youw sccess the Intermet you may receive or
be exposed to content, goods or services which you consider to be improper, inaccurate,
misleading, defamatory, obscens or otherwise offensive. You agree that Fynarmore School is
nit liakble for eny action or inaction with respect to any such content on the Intemet
accessible through the Guest Wifi System.

Yowr Responsibilifies

ou must {1} provide all eguipment (including computer hardware and software, personal
digital assistants, wireless network cards, etc.) to connect to the Guest Wil System, (2)
caormply with L GOWERMBENT and international laws and regulations, imcluding but not
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lirnited to copyright and intellectusl property rights lews. You agree fo be responsible for and
to bear sll risk and consequences for {1} the accuracy, completensss, reliability and'or
usefulness of any content available through the Guest Wifi System and (2] all
cormrmunications that vou send or receive via the Guest Wifi System. Fymamore School doss
riod underiake the security of any data you send through the Guest Wifi Systemn and it i youwr
responsibifity to secure such data.

Accapiable Use Policy

All users of the Guest Wil System must comply with this Accepiable Usa Policy (AUP). This
ALIP is infended fo pravent unaccapiable uses of the Internet Fynamore School does
actively monitor the use of the Guest Wili System under nommal circumstances. We may
remove, block, filker or resirict by any other means any raternials that, in our sole discretion.,
rrigy be illegal, may subject Fynamare School to liability or may viclate this AUP. Fynamore
School may cooperate with legal suthorities andlor third parfies in the investigation of any |
suspected or alleged crime or civil wrong. Viclation of this AUFP may result in the suspension
or termination of your access to the Guest Wil Systam.

The following constitute examples of violations of this ALUP.

ow agree to not use the Guest Wil Systemm fo:

[1} Transmit army material (oy wpleading, posting, emaill or otherwize) that s wnlawiul,
threstening, abusive, harassing, tortious, defamatory, chscene, libslous, invasive of
another's privacy, hateful or racially, ethnically or otheraize objectionable;

[2} Harm, or attempt to hanm, minors in any way;

(3} Imnpersonate any person or endity or falsaly state or otherwise misrepressnt your
sffiligtion with a parson or entity; forge headers or cthensvise manipulste identfiers in order to
disguise the ongin of any materal transmitted through the Guest Wi-Fi System;

[4} Transmit ary material (by wploading, posting, email or otherwise) that you do not hee &
righit to make availlable under anmy law or under confractusal or fiduciany relationships (such as
inside information, proprietary and confidential information leamed or disclosed a= part of
employment relationships or under non-disclosure agresments);

(5} Transmit ary material (by wuploading, posting, email or otherwise) thet infringes any
patent, trademark, trade secret. copyright or other proprietary rights of any party;

(8} Transmit (by wploading, posting, email or otheraiss) any unsolicited or unauthonsed
adwertising, promotional materisls, “junk msil.” “spam,” "chain lefters,” "pyramid schemss" or
any other form of solicitation;
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[T} Transmit amy material (&y uploading, posting, emaill or otherwise) that contains software
viruses or amy other computer code, files or programs designed to interrupt, destroy or limit
the functionality of amy computer softwsare or hardwsare or telecommunications eguipmeant;

{8} Interfers with or disrupt the Sarvice or servers or networks connected to the Senvice, or
disobey any reguirements, procedures, policies or regulations of networks connecied fo the
Service,

[8} Intenficnally or unintentionsally violate amy spplicable local, national or international law, or
any regulations having the force of a;

{107 "Stalk" or otheraise harass another; or collact or store, or stiempt to collect or store,
personal dets sbout third parties without their knowledge or consent;

(11} Resell the Guest Wifi System.

(12} Use the Guest Wili System for high volume data transfers, especially sustained high
wolume data transfers, hosting & web server, IRC server, or any other server,

“ow wnderstand and agree that Fynamaore School may disclose your communications and
gctivities wsing the Guest Wifi System in response to lawful requests by governmentsl
authorities and judicial orders.

Fymamuore School reguests that amyone who belewves that there is a violation of this AUP
direct the informiation to office@fynamore.org.uk and include "GUEST WAFI" in the subject
line. If available, please provide the following informetion:

{1} the IP address used io commit the alleged violation;

{2} the date and time of the alleged violation, imciuding the time zons;

{3} evidence of the all=ged violation; and

{4} your contact detsils including full name, email address and telephone number.

When reporting an isswe regarding unsolicited email please provide a copy of the email
miessages with full headers which typically provides all of the above data. Other sifustions
will reqguire different methods of providing the necessary information.

Temination

“iow agree that Fynamore School may terminate this Agreement and cancel your access to
the Guest Wifi System at any time, withouwt notice and for amy reason including. but not
limited to, viclation of amy of the terms and conditions of this Agreement, security or safety
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reasaons, andlor using the Guest Wifi System to perform any llegal activity. Wou further agree
that in the event of termination for any resson, Fynamore School will have no liability fo wouw.

hModifications

Fymamora School may, at its sole discretion, modify the ferms and conditions of this
Agreement, including the AUF, at any time. Such modifications shall be binding and effectiva
upon posting on the Guest Wifi Systarn ‘Intemet Access Signup’ page. You agres o
penodically review the 'Intermet Access Signup’ page to maintzin awaransess of any
miodifications. By contimuing to use the Guest Wifi System afier such postings, you accept
and agrea to any and sl such modifications.

Indemnification

o shall defend, indernify and hold Fynamore School and its conporste sffiistes and their
respective officers, directors, employees, confractors, agents, successors and assigns
hamnless from and ageinst, and shall prosptly reimbuwrse tham for, any and sll kossas,
claims, damapges, seftlements. costs, and liabilities of any nature whatsoever (including
reasonable legel faes) to which any of them may become subject arising ouwt of based wpon,
as a result of, or in any way connected with, your use of the Guest Wifi System or any
bresch of this Agresment

Mo Warran

THE GUEEST WIFI S%5TEM 1= PROVIDED OM AM "AS 15" ANMD "AS AVAILAELE" BATIS,
WITHOUT WARRARNTIES OF ANY KINMD. THE FYMNAKMORE SCHOGL DOES NOT
WARRANT THAT THE SERVICES WILL BE UNMINTERRUFTED, ERROR-FREE, OF FREE
OF VIRUSES OR OTHER HARMFUL COMPOMENTS. FYMAMORE SCHOOL MAKES MO
EXPRESS WaARRANTIES AMD CUSTOMER WAINVES ALL IMPLIED WARRAMTIES
IMCLUDIMNG, BUT MCT LIMITED T, WARRAMNTIES OF TITLE, MOMN IMFRIMNGEMERMT,
MERCHAMTABILITY, AMD FITMESS FOR A PARTICULAR PURPOSE REGARDIMNG AMNY
MERCHAMDISE, INFORMATION OR SERVICE PROVIDED THROUGH FYRNAMORE
SCHCOL O THE IMTEREMET GEMERALLY. CUSTOMER EXPRESSLY
ACHMNOWLEDGES THAT THERE ARE, AND ASSUMES ALL RESPOMSIBILITY RELATED
TO, THE SECURITY, FRNACY AND CONMFIDENTLALITY RISKS IMHEREMT IM
WIRELESS COMMUMICATIONS AND TECHMOLOGY AND FYMAMORE SCHOOL DOES
MOT MAKE ANY ASSURAMCES OR WARRANTIES RELATIMG TO SUCH RISKS, MO
ADWICE OR INFORMATION GIVEM BY FYMAMORE SCHCOL CRITS
REFRESEMTATIVES SHALL CREATE & WARRAMNTY.

Limnitaticn of Lisbilhy

FrHAMORE SCHOOL, ITS EMPLOYEES, AGENTE, WENDCORE, AMD LICEMNEORE ARE
MOT LIABLE FOR ANY COSTS OR DAMAGES ARISIMNG, EITHER DIRECTLY OR
INDIRECTLY, FROM wOUR USE OF THE GUEST WIFI SYSTEM OR THE INTERMET.
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Appendix 7: Reporting system for Online Safety — flowchart (child friendly)

Reporting System for Online Safety -

Fynamere Primary School

You have an Online Safety issue or worry

Tell a trusted adult in school or at home or ChildLinE )
you could speak to Childline. 0800 1111[)

Fill out an Online Sofety concern form.

An adult con help you to complete this.

The form will be handed in to Mrs Hurst
and she will decide if any further action is
needed. She will also toke steps to moke
sure that it doesn't happen again.

The concern or issue may be discussed with

parents and may involve the police.
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Appendix 8: Photograph and Name Consent Form
Fynamore Primary School

ore
¢°“\ S%o
Photograph & Name Consent Form e Y (L
. . o o
Please complete, sign and return to the school office. %%@f&‘l Y:Qg
"e are M

All photographs/data will be collected, stored and used under the terms of our Privacy Notice and
the GDPR Regulations

Pupil name: Class:

Parent’s Consent for Photographs in the Media, on Social Media and the school website

On occasion, the school may wish to publish photographs/video/sound files of children for the purpose of promoting,
publicising or celebrating school activities and events or entering competitions. For example: media (such as printed
newspapers, online newspapers), school media platform (such as Facebook, Instagram) and the school website.

Photograph & Name Consent - Please tick one of the options below:

| agree to my child’s photograph and full name.
| agree to my child’s photograph and first name.
| agree to my child’s unnamed photograph.

I do not agree to my child’s photograph.

o o

On occasion, the school may wish to publish just a child’s name in the media, on social media, on school website or
in the school newsletter (which goes on the school website). For example, if they win ‘Star of the Week’, or a sporting
or colouring competition, etc.

Name Consent Only — Please tick one of the options below:
0 | agree to my child’s full name being published.

0 | agree to my child’s first name being published.
O | do not agree to my child’s name being published.

Parent’s Consent for Photographs within the school setting eg: Seesaw, YR learning journeys

Photographs are often taken as part of our every day school life, to share experiences, celebrate work and to aid or
evidence learning. Photographs might, for example, be used in learning journeys, on the Seesaw app, school
displays, in class books or to share great news (such as ‘Star of the Day’ in YR, or ‘Star of the Week’). These
unnamed photographs may be of groups or individuals, depending on the learning taking place. They may be seen
by other parents visiting the school or on the Seesaw app. Please be assured that these photos are never named,
with the exception of your own child - in their own book/Seesaw/learning journey. These photographs are only shared
in school and on Seesaw as part of our learning experience.

Photographs in school, on Seesaw or in learning journeys — Please tick one of the options below:

O | consent O | do not consent

Parent’s consent for Photographs taken by professionals eg: yearly photos, class photos

We also have professional photographers who come into school to take whole class, school and group photographs.
Class photographs are offered for sale to parents and whole school photos are displayed in school. These
photographs are never named.

Professional taken photographs — Please tick one of the options below:

O lagree 0 1do not agree

Signed: Date:

Please print name:
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